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(Role Based Access Control)
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–rw– r–– –r– user users data-type0.5.4.txt.html
drwx ––– ––– user users test/
drwx r–x  r–x  user users todo/
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Linux (2).
SELinux. 

# 
# 
type net_app_t;
/usr/sbin/net_app.* -- net_app_t
type public_doc_t;
/home/user/public/* -- public_doc_t
allow net_app_t public_doc_t :file {read write}

# tcpdump
domain_auto_trans(userdomain, netutils_exec_t, netutils_t)
in_user_role(netutils_t) 
allow netutils_t user:chr_file rw_file_perms; 



Linux (3).

GRSecurity

RBAC

AppArmor
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